
Manage Communications Liability with a Messaging App  

Securing Your Government Communications 



Everyone Communicates By Text 

• 97% of Americans text regularly. (Pew Research Center) 

 

• 2.27 trillion texts are sent every year. (CTIA)  

 

• Americans send and receive five times as many texts as 

calls. (Informate)  

Sending and receiving text messages is the most prevalent 

form of communication for Americans younger than 50. 
(Gallup) 

 

http://www.pewinternet.org/2015/04/01/chapter-three-a-week-in-the-life-analysis-of-smartphone-users/
http://www.pewinternet.org/2015/04/01/chapter-three-a-week-in-the-life-analysis-of-smartphone-users/
http://www.pewinternet.org/2015/04/01/chapter-three-a-week-in-the-life-analysis-of-smartphone-users/
http://venturebeat.com/2013/05/08/five-reasons-you-should-be-using-sms-based-marketing/
https://www.prnewswire.com/news-releases/no-time-to-talk-americans-sendingreceiving-five-times-as-many-texts-compared-to-phone-calls-each-day-according-to-new-report-300056023.html
https://news.gallup.com/poll/179288/new-era-communication-americans.aspx


Including Government Workers 

And that’s understandable – the benefits are clear:  
 
 Ease – It’s what they already do. People tend to 

communicate with each other in ways that make sense 

for them. 

 

Efficiency – It can keep colleagues up to date in the 

moment from the office or from home without having to 

get on the phone. There is certainty of receipt.  

 

Effective – It creates a record of a running dialogue as 

various parties work through issues.  



But Texting Also Introduces Liabilities 

Texting, while convenient, also poses unique issues with 

public records laws.  
 
 

Freedom of Information Act 

State and Local Sunshine Rules or Transparency Laws 



What That Means For Communications 

• All communications must be retained and easily 

accessible so that they are readily available when public 

records requests are made.  

 

• All communications must take place on a platform that 

keeps those communications secure and recorded.  

 

 
 
 



Failing to Meet that Standard Can Be Costly 

Public records issues have cost government bodies 

tens of thousands of dollars in legal fees and many 

officials their seats.  
 

City of Chicago – $1.2 Million in Legal Fees 



Group Texts Constitute Meetings 

 
 • Five city councilors accused of texting each other about city 

business in a violation of Ohio’s Open Meetings Act 

• Had to pay more than $11,000 to a tech firm to retrieve all of 

the texts 

• The case was in court for months and cost taxpayers an 

additional $60,000 in legal fees  

• Also led to an appeal and a grand jury investigation when texts 

were thought to be missing  
 

[Cincinnati Enquirer] 

https://www.cincinnati.com/story/news/2019/01/09/cincinnati-city-council-texting-lawsuit-cost-71-thousand-dollars-outside-lawyers/2532345002/


 
 

• A group text between the mayor, city manager and four 

members of the city council constituted a quorum.  

• That meant the text chain was a meeting conducted without 

public notice, in violation of state law.  
 

Group Texts Constitute Meetings 

[Joplin Globe] 

https://www.joplinglobe.com/news/local_news/neosho-council-used-text-messages-to-discuss-city-business/article_9fa438ce-eba2-55f2-9620-4763cccea531.html


 
 

• City council members sharing vote plans via text message were 

accused of forming a voting majority out of view from the public 

eye.  

Group Texts Constitute Meetings 

[Seattle Stranger] 

https://www.thestranger.com/slog/2018/08/27/31436522/why-councilmember-lorena-gonzalezs-im-a-yes-text-message-is-so-troubling


Messages Get Erased – Intentionally Or Not 

 
 

• The mayor’s failed legal battle to keep secret government-related 

emails and texts he had sent and received on his personal 

accounts will cost taxpayers $1.18 million. 

• That total includes his own legal fees and those of the Tribune, 

which can recover its fees under the FOIA law.  
 

[Chicago Tribune] 

https://www.chicagotribune.com/news/local/politics/ct-met-emanuel-email-costs-20190222-story.html


Messages Get Erased – Intentionally Or Not 

 
 

• The mayor, who used his personal phone instead of a 

government-issued phone, routinely deleted all of his text 

messages about city business. 

• In the process he created a huge gap in public records.  
 

[Philadelphia Inquirer] 

https://www.philly.com/news/philadelphia-mayor-jim-kenney-deleted-texts-public-records-transparency-20190216.html


Messages Get Erased – Intentionally Or Not 

 
 

• Public records requests revealed Boston Mayor Marty 

Walsh deleted his text messages.  

• Destroying text messages is illegal under the state public 

records law, which calls for all electronic correspondence 

to be retained for at least two years, even if it contains no 

“informational or evidential value.” 

 
 

[Boston Magazine] 

https://www.bostonmagazine.com/news/2016/01/08/marty-walsh-text-messages/


Messages Get Erased – Intentionally Or Not 

 
 

• 82 text messages from a city council member to other city 

officials were deleted. 

• The councilman either failed to retain the messages or 

destroyed them, which would be a criminal offense. 

• Couldn’t be retrieved even by an outside forensic tech firm 

who suggested they were professionally deleted.  

 
 

[WPTV] 

https://www.wptv.com/news/region-c-palm-beach-county/riviera-beach/attorney-for-riviera-beach-admits-problem-text-messages-gone


Messages Get Erased – Intentionally Or Not 

 
 

• Personal phone presets led to the destruction of public 

record of city business 

• Vice mayor resigned days after Tampa Bay Times 

made a records request 
 

[Tampa Bay Times] 

https://www.tampabay.com/clearwater/former-clearwater-vice-mayor-withheld-public-record-text-messages-20181214/


No Level of Power Grants Immunity  

 
 
• House Oversight Committee now investigating Senior White House 

Adviser Jared Kushner’s use of WhatsApp to communicate with 

foreign leaders 

• Kushner allegedly took screenshots of the texts and forwarded 

them to his official White House email account or to the National 

Security Council – but, that leaves officials with no way to confirm 

all of the messages have been recorded  

• Ivanka Trump may also be in violation of the Presidential Records 

Act for her use of private emails 

[CNN] 

https://www.cnn.com/2019/03/21/politics/elijah-cummings-jared-kushner-personal-account/index.html


Existing messaging options introduce risk:  
 

• Text messages on big name platforms can easily be deleted 

by the sender.  

• Ephemeral messaging platforms like Snapchat, and now 

Facebook, intentionally destroy records.  

• That leaves your government vulnerable to public records 

violations and lawsuits.  

 

 

 
 
 

[Tech Crunch] 

https://techcrunch.com/2019/03/06/facebook-living-room/


A platform built with records in mind: 

 

• Encrypted Information Exchange functions just like the 

text messaging apps you are already familiar with.  

 

• But it’s the only app that also makes sure your 

communications are always secure, always transparent 

and – most importantly - always recorded.   

 

 

 
 
 



A platform built with records in mind: 

 

• Developed by an attorney who sought a texting service 

that had the encryption and transparency necessary to 

meet the demands of his work and ethical obligations.  

 

• No option existed on the market that was secure and 

created the necessary record of the conversation.  

 

 

 
 



A platform built with records in mind: 



A platform built with records in mind: 

 
 

• Our service encrypts and records your text conversation 

and also any PDFS, notes, photos, or other documents. 

Then, it stores the text conversations until the user 

archives them.  

 

• The archived record can be “printed” out and retained in 

hard copy files or moved to electronic storage (i.e. cloud). 

Both preserve evidence of the text conversation to meet 

records standards.   

 

• EIE Legal app goes beyond end-to-end encryption – users’ 

information and communications are always encrypted 

and can never be accessed by our servers. 

 

 

 
 



A platform built with records in mind: 

 
 

• The app will store all of your text communications and 

documents in your archive.  

 
 

• Any participant in a conversation will be also be able to 

“print” it at any time.  

 
 

• When the conversations are “printed” they are time and 

date stamped and include an EIE watermark.  

 

 

 
 



Communication Record Options 
 

 

When the text conversation has been completed all parties 

involved will receive an encrypted archive of the discussion 

on their phones.   

 

Each party then has four options:  

 

• KEEP the archived encrypted conversation on their EIE 

account for as long as they choose.  

• PRINT the archived conversation to a wireless printer.  

• STORE the conversation electronically. I.E. save to One 

Drive cloud or send to a file folder. 

• DELETE the archived conversation from their EIE 

account. This does not mean the other parties’ copies 

will be deleted. 

 

 

 
 



Communication Record Options 

Communication remains 

vaulted in cloud storage 

until deleted from each 

user EIE account in the 

conversation.  

 



EIE Means Efficiency 

• Government workers can text from personal or 

government issued smartphones or tablets using the app, 

creating a record of all text communications about local 

issues.  

 

• At the end of the conversation, the app automatically 

creates an archived record of the conversation, allowing 

each participant the option to “print” or store the text 

conversation to an authorized storage location. 

 

• Once the conversation is stored, it saves the government 

time and money if record requests are filed.  



EIE Means Protection  

• For your text conversations with colleagues 

 

 and 

 

• From costly public records requests  

 



Contact Us 

 
 

Custom encryption services and app development 

available for your government. 

 
 

Contact us at: Info@EncryptedInfoEx.com 

mailto:Info@EncryptedInfoEx.com


Always Secure, Always Transparent, Always Recorded  

Your Government Communications 


